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The new edition of a bestseller, Information Technology Control and Audit,
Fourth Edition provides a comprehensive and up-to-date overview of IT
governance, controls, auditing applications, systems development, and
operations. Aligned to and supporting the Control Objectives for Information and
Related Technology (COBIT), it examines emerging trends and defines recent
advances in technology that impact IT controls and audits?including cloud
computing, web-based applications, and server virtualization.

Filled with exercises, review questions, section summaries, and references for
further reading, this updated and revised edition promotes the mastery of the
concepts and practical implementation of controls needed to manage information
technology resources effectively well into the future. Illustrating the complete IT
audit process, the text:

Considers the legal environment and its impact on the IT field?including IT●

crime issues and protection against fraud
Explains how to determine risk management objectives●

Covers IT project management and describes the auditor’s role in the process●

Examines advanced topics such as virtual infrastructure security, enterprise●

resource planning, web application risks and controls, and cloud and mobile
computing security
Includes review questions, multiple-choice questions with answers, exercises,●

and resources for further reading in each chapter

This resource-rich text includes appendices with IT audit cases, professional
standards, sample audit programs, bibliography of selected publications for IT
auditors, and a glossary. It also considers IT auditor career development and
planning and explains how to establish a career development plan. Mapping the
requirements for information systems auditor certification, this text is an ideal
resource for those preparing for the Certified Information Systems Auditor
(CISA) and Certified in the Governance of Enterprise IT (CGEIT) exams.
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Instructor's guide and PowerPoint® slides available upon qualified
course adoption.
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The new edition of a bestseller, Information Technology Control and Audit, Fourth Edition provides a
comprehensive and up-to-date overview of IT governance, controls, auditing applications, systems
development, and operations. Aligned to and supporting the Control Objectives for Information and Related
Technology (COBIT), it examines emerging trends and defines recent advances in technology that impact IT
controls and audits?including cloud computing, web-based applications, and server virtualization.

Filled with exercises, review questions, section summaries, and references for further reading, this updated
and revised edition promotes the mastery of the concepts and practical implementation of controls needed to
manage information technology resources effectively well into the future. Illustrating the complete IT audit
process, the text:

Considers the legal environment and its impact on the IT field?including IT crime issues and protection●

against fraud
Explains how to determine risk management objectives●

Covers IT project management and describes the auditor’s role in the process●

Examines advanced topics such as virtual infrastructure security, enterprise resource planning, web●

application risks and controls, and cloud and mobile computing security
Includes review questions, multiple-choice questions with answers, exercises, and resources for further●

reading in each chapter

This resource-rich text includes appendices with IT audit cases, professional standards, sample audit
programs, bibliography of selected publications for IT auditors, and a glossary. It also considers IT auditor
career development and planning and explains how to establish a career development plan. Mapping the
requirements for information systems auditor certification, this text is an ideal resource for those preparing
for the Certified Information Systems Auditor (CISA) and Certified in the Governance of Enterprise IT
(CGEIT) exams.

Instructor's guide and PowerPoint® slides available upon qualified course adoption.
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Editorial Review

Review

Information Technology Control and Audit, Fourth Edition is one of a handful of books I think of as a
must have reference book on every CIO’s bookshelf or in the IT department library. ... certainly a
tremendous reference resource for CIO’s, IT managers of all types and IT auditors who need to be able to
crack open a book when dealing with an issue of governance or best practice ideas on setting up IT controls
for IT acquisitions. The reasons this book is such a strong reference in those situations is that it aligns to the
Control Objectives for Information and Related Technology (COBIT) framework. Which for many people
find COBIT to be a better framework than ITIL when designing controls for compliance and doing audit
work.... Now I know a lot of CIO’s and senior IT managers might be a bit skeptical that this is a book they
should dig into when they have questions or need ideas. But you will find much more credible information in
this one book, faster, than you ever will searching for it online.
?The Higher Ed CIO

Read the full review at:
http://blog.thehigheredcio.com/2012/10/09/book-review-information-technology-control-and-audit-fourth-ed
ition/#ixzz2TaAb6hMh

Praise for Its Bestselling Predecessor:

I've been extremely pleased with the textbook. It is the only IT Audit textbook that is representative of how IT
auditors actually scope and perform their work. The layout of the book follows the most logical learning
progression for a new IT auditor, starting with the understanding of general IT controls prior to teaching
application controls. Many other textbooks I reviewed did not follow this logical progression and I found
students not fully understanding how application controls are reliant upon the general controls.
Information and Technology Control and Audit lays out the logical control reliance to afford students the
ability to understand this concept. This has given my students a head start in their respective IT audit roles
… .
?Rick Savarese, CISA, Vice President of Information Technology and CSO at ECFMG; MIS/Accounting
Professor, University of Delaware

Prior to becoming a professor I worked for Ernst & Young as a Senior Manager in the Information
Technology Audit area for 8 years. I have found this text to be an invaluable asset in teaching my IT Audit
classes for the past 5 years. The chapter contents, illustrations, cases, and appendices bring the real world
into my classroom making my students ready for their first Information Technology Audit interview and job!
?Professor Edward Moskal, Computer & Information Sciences Department, Saint Peter's College

I currently teach a class on IT auditing and I have been using Sandra Senft and Frederick Gallegos'
Information Technology Control and Audit textbook in my classroom since the Fall of 2009. In my
experience, I have found that students have benefitted greatly from the book; I have been able to incorporate
many of the topics from the book in my classroom discussions. The book provides a solid foundation in terms
of the evolution of IT auditing, including many current drivers such as the changing regulatory and
compliance landscape. The book then delves into the process of performing an IT audit, including the use of
clear references to our audit standards. Students are then introduced to many technical IT audit topics such
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as application development, information security and IT operations and support. Throughout, the authors do
a nice job of referencing COBIT and other IT risk and control frameworks. Overall, the book is an excellent
resource for individuals interested in learning about the profession of IT auditing and compliance.
?Jim Enstrom, Adjunct Professor/Lecturer, DePaul University

About the Author

Frederick Gallegos, MBA, has expertise in IT Audit Education, IS Auditing, Security, and Control of
Information Systems; Legal Environment of Information Systems; Local Area and Wide Area Network
Security and Controls; Computer Ethics, Management Information Systems, Executive Support Systems,
Internet as an Audit Resource. He has more than 35 years of teaching and practical experience in the field,
published four books, and authored and coauthored more than 200 articles in the aforementioned subjects.
He received his BS and MBA from the California State Polytechnic University, Pomona, California. He has
a California Community College Instructor Credential. He taught for the Computer Information Systems
Department, College of Business at California State Polytechnic University, Pomona, California, from 1976
to 1996 (part-time) and full-time from 1996 to 2006. After 30 years of teaching, he retired in September
2006 and received the lecturer emeritus status from the university in May 2007. In February 2008, he
received the Computer Information Systems (CIS) Lifetime Achievement Award from the CIS Department
at Cal Poly, Pomona, California. He continues to maintain contact and provides consulting services with his
past undergraduate and graduate students and alumni of the CIS Department’s Information Assurance
programs from the California State Polytechnic University, Pomona, California.

Before teaching full-time at Cal Poly (1996–2006), Gallegos worked for GAO?Los Angeles Regional Office
(1972–1996) and advanced within GAO to serve as manager, Management and Evaluator Support Group. He
managed staff involved in Office Automation, Computer Audit Support, Computer Audit, Training, Human
Resource Planning and Staffing, Technical Information Retrieval and Security/Facilities Management. He
retired from GAO in 1996 with 26 years of federal and military service. He is a recipient of several service
awards from GAO, EDP Audit, Control, and Security Newsletter (EDPACS), and ISACA that recognized his
past contributions to the field and his efforts in the establishment of formal universities courses at his alma
mater in IS Auditing, Control and Security at the undergraduate level in 1979 with the implementation of
Association to Advance Collegiate Schools of Business (AACSB) accredited graduate-level Master of
Science in Business Administration Degree program in IS Auditing since 1980. (The AACSB was founded
in 1916 to accredit schools of business worldwide.) Gallegos has spoken widely on topics related to the IS
Audit, Control, and Security field.

Sandra Senft, MSBA-IS Audit, CISA, CIA, is an executive with more than 30 years of combined
experience in auditing, financial management, insurance, and information technology (IT). During her career
in IT, her responsibilities included finance, process improvement, project management, quality management,
service management, sourcing, and vendor management.Sandra developed an extensive understanding of the
IT and financial disciplines in her role as the global chief financial officer for Group IT within Zurich
Financial Services in Zurich, Switzerland. Prior to that she was the Assistant Vice President for IT Support
Services at Farmers Insurance in Los Angeles, CA. She was responsible for the Project Management Office,
IT Finance, Quality Assurance, Sourcing and Vendor Management, Service Management, and Asset
Management.

During her career as an IS auditor and IS audit manager, she specialized in auditing systems development
projects as well as general control audits of mainframe and distributed systems, information security, disaster
recovery, and quality assurance. She was also responsible for defining and developing the audit risk
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methodology, audit methodology, automated audit workflow system, and training audit staff. She was a
faculty member of California State Polytechnic University, Pomona, California, from 1997 to 2000, where
she taught undergraduate and graduate courses in IT and IS auditing. She has also presented IS auditing
topics at seminars, conferences, and CISA review courses specializing in systems development auditing. She
has authored and coauthored several articles on IT controls and audit for Auerbach Publications.

Sandra graduated from California State Polytechnic University, Pomona, California, with a Master of
Science in business administration option in IS auditing and a Bachelor of Science in accounting. She is a
non-practicing Certified Information Systems Auditor (CISA) and Certified Internal Auditor (CIA). She
served as president, treasurer, director of research and academic relations, and spring conference chair for the
Los Angeles Chapter of ISACA.

Aleksandra Looho Davis, MSBA-IS Audit, CISA, CIA, CPA, has over 15 years of combined experience
in auditing, financial management, insurance, and risk management. Currently, she is an IT Audit Principal
at a leading insurance company in California. Throughout her career, Aleksandra has spearheaded several
Compliance Programs, including SOX 404, and continues to incorporate improvements to ensure
sustainability of the programs. She also consults on key company initiatives to help ensure that adequate
controls are considered, provides audit and other consulting services, including Enterprise Risk Management
(ERM), Business Continuity/Disaster Recovery (BC/DR), and Quality Assessment and Improvement
Program (QAIP). Aleksandra also facilitates communication to help increase internal controls awareness and
is a liaison to external auditors.

Aleksandra graduated from California State Polytechnic University, Pomona, California, with a Master of
Science in Business Administration option in IS Auditing. As a former past president of the Los Angeles
Chapter of ISACA, Aleksandra has been an active chapter volunteer and supporter since she was in her
graduate program. Her graduate paper on IS Audit Training Needs was awarded first prize at the ISACA LA
Best Paper Contest. It was later published in the Issues in Information Systems, and accepted for presentation
and publication at the International Association for Computer Information Systems (IACIS) Conference
where it was selected by IACIS for the Best Research Paper Award. Aleksandra is a Certified Information
Systems Auditor (CISA), Certified Internal Auditor (CIA), and Certified Public Accountant (CPA).

Users Review

From reader reviews:

Betty Bowers:

Do you have something that that suits you such as book? The publication lovers usually prefer to opt for
book like comic, short story and the biggest you are novel. Now, why not striving Information Technology
Control and Audit, Fourth Edition that give your entertainment preference will be satisfied by reading this
book. Reading practice all over the world can be said as the way for people to know world a great deal better
then how they react to the world. It can't be claimed constantly that reading routine only for the geeky
particular person but for all of you who wants to become success person. So , for all you who want to start
reading through as your good habit, you may pick Information Technology Control and Audit, Fourth
Edition become your current starter.
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Priscilla Garcia:

Is it a person who having spare time in that case spend it whole day by watching television programs or just
laying on the bed? Do you need something totally new? This Information Technology Control and Audit,
Fourth Edition can be the respond to, oh how comes? A book you know. You are and so out of date,
spending your free time by reading in this fresh era is common not a geek activity. So what these guides have
than the others?

Donald Foster:

As we know that book is significant thing to add our expertise for everything. By a reserve we can know
everything we would like. A book is a pair of written, printed, illustrated or even blank sheet. Every year has
been exactly added. This guide Information Technology Control and Audit, Fourth Edition was filled about
science. Spend your time to add your knowledge about your research competence. Some people has diverse
feel when they reading the book. If you know how big selling point of a book, you can sense enjoy to read a
book. In the modern era like now, many ways to get book that you wanted.

Donna Valdez:

A lot of reserve has printed but it is different. You can get it by web on social media. You can choose the top
book for you, science, comedian, novel, or whatever through searching from it. It is referred to as of book
Information Technology Control and Audit, Fourth Edition. You can include your knowledge by it. Without
leaving behind the printed book, it can add your knowledge and make anyone happier to read. It is most
crucial that, you must aware about book. It can bring you from one destination to other place.
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