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Reflecting the latest developments from the information security field, best-
selling Security+ Guide to Network Security Fundamentals, 4e provides the most
current coverage available while thoroughly preparing readers for the CompTIA
Security+ SY0-301 certification exam. Its comprehensive introduction to
practical network and computer security covers all of the the new CompTIA
Security+ exam objectives. Cutting-edge coverage of the new edition includes
virtualization, mobile devices, and other trends, as well as new topics such as
psychological approaches to social engineering attacks, Web application attacks,
penetration testing, data loss prevention, cloud computing security, and
application programming development security.
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Editorial Review

Review
"Yes, this chapter introduces a wide array of technical terminology, in which the author does a fantastic job
of breaking it down so that novice learners can comprehend it. Yes, the examples in this chapter are excellent
in that they allow the reader to relate to the technical concepts in a comparative way. The Hands-on Projects
for this chapter tie in well with the material presented. I believe that they provide students with several
different ways to see how some of the attacks explained in the chapter are executed and how they can be
prevented. I am now officially excited about the publication of this text, wish it was available for the
Summer 2011 section that I am teaching using the 3rd edition."

"Clear and Concise coverage of a difficult and dynamic subject. Engaging for students, using examples and
stories."

"An excellent introduction to different types of Malware. An excellent coverage of Social Engineering
techniques. Chapter one gives an overview of Information Security and threats. The fact that author has
included one of the most current security threat (Stuxnet) at the beginning of the chapter is excellent. This
will get the attention of the learners."

About the Author
Mark Ciampa is Assistant Professor of Computer Information Systems at Western Kentucky University in
Bowling Green, Kentucky. Previously, he served as Associate Professor and Director of Academic
Computing for 20 years at Volunteer State Community College in Gallatin, Tennessee. Dr. Ciampa has
worked in the IT industry as a computer consultant for the U.S. Postal Service, the Tennessee Municipal
Technical Advisory Service, and the University of Tennessee. He is also the author of many Cengage/Course
Technology books, including Security+ Guide to Network Security Fundamentals; CWNA Guide to
Wireless LANs, 3e; CWSP Guide to Wireless Security; Guide to Wireless Communications; and Networking
BASICS. He holds a PhD in digital communication systems from Indiana State University.

Users Review

From reader reviews:

Edward Payne:

The book Security+ Guide to Network Security Fundamentals can give more knowledge and also the precise
product information about everything you want. Why then must we leave the best thing like a book
Security+ Guide to Network Security Fundamentals? Some of you have a different opinion about book. But
one aim in which book can give many info for us. It is absolutely suitable. Right now, try to closer using
your book. Knowledge or facts that you take for that, you can give for each other; you can share all of these.
Book Security+ Guide to Network Security Fundamentals has simple shape but you know: it has great and
big function for you. You can search the enormous world by start and read a e-book. So it is very wonderful.
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Marquita Oswald:

In this 21st hundred years, people become competitive in every single way. By being competitive at this
point, people have do something to make them survives, being in the middle of often the crowded place and
notice by simply surrounding. One thing that often many people have underestimated that for a while is
reading. Yeah, by reading a e-book your ability to survive increase then having chance to stand up than other
is high. For yourself who want to start reading a new book, we give you that Security+ Guide to Network
Security Fundamentals book as basic and daily reading book. Why, because this book is more than just a
book.

Emery Flores:

The reason why? Because this Security+ Guide to Network Security Fundamentals is an unordinary book
that the inside of the guide waiting for you to snap the idea but latter it will jolt you with the secret it inside.
Reading this book adjacent to it was fantastic author who else write the book in such incredible way makes
the content inside easier to understand, entertaining means but still convey the meaning thoroughly. So , it is
good for you because of not hesitating having this ever again or you going to regret it. This excellent book
will give you a lot of benefits than the other book get such as help improving your expertise and your critical
thinking method. So , still want to hold off having that book? If I were you I will go to the e-book store
hurriedly.

Bertha Boone:

What is your hobby? Have you heard this question when you got scholars? We believe that that concern was
given by teacher with their students. Many kinds of hobby, Everyone has different hobby. And you know
that little person just like reading or as reading through become their hobby. You must know that reading is
very important as well as book as to be the matter. Book is important thing to incorporate you knowledge,
except your own teacher or lecturer. You find good news or update with regards to something by book.
Numerous books that can you go onto be your object. One of them is Security+ Guide to Network Security
Fundamentals.
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